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Potential Target Points of the DNS Infrastructure/Ecosystem

TLD registries and domain name 

registrars provide critical services 

downstream:

• Registration platform

• Management platform

• Billing platform
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A More Secure DNS Ecosystem
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Knowledge-sharing and 

Instantiating 

Norms for 

DNS (Domain Name System) and

Naming 

Security
….. is pronounced ”kindness.”
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KINDNS – Promoting DNS Operational Best Practices

An initiative to produce something simple that can help a 

wide variety of DNS operators, from small to large, to 

follow both the evolution of the DNS protocol and the best 

practices the industry identifies for better security and 

more effective DNS operations.



| 6

Targeted Operators

TLDs & Critical Zones SLDs

Closed & 

Private
Shared Private Public

Hardening the Core System 

Authoritative Operators

Resolver Operators

By joining the KINDNS initiative, DNS Operators are voluntarily 

committing to adhere to the identified practices and act as 

“goodwill ambassadors” within the community.
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Self-Assessment & Reports

 Operators in each category can self-assess 
their operational practices against KINDNS 
and use the report to correct/adjust 
unaligned practices

 Self-Assessments will be anonymous, and a 
report can be directly downloaded from the web 
site

 Operators can enroll to participate in one or 
many categories covered by KINDNS

 Participation in KINDNS mean voluntarily 
committing to implement and adhere to agreed 
norms and practices 

 Participants becomes goodwill ambassadors 
and promote practices
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Self-Assessment & Reports
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Self-Assessment & Reports

• As Authoritative Nameserver manager for one or more TLDs or Critical Zones, I implement and adhere to 

the following practices:



| 10

Self-Assessment & Reports

• As Operator of Authoritative Nameserver(s) for one or more Second Level Domains (SLDs), I implement and 

adhere to the following practices:
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Self-Assessment & Reports

• As a Shared Private Recursive Resolver Operator, I implement and adhere to the following practices:
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Self-Assessment & Reports

• Do you have proper credential management practices and processes implemented?
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How to Stay Informed and Contribute

⦿ https://www.kindns.org

⦿The KINDNS discussion mailing list:  kindns-discuss@icann.org

mailto:kindns-discuss@icann.org


Visit us at icann.org
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Engage with ICANN – Thank You and Questions

Email: champika.wijayatunga@icann.org
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