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DNS Resilience

• Internet is increasingly hosting mission-critical applications and 
services

• Regulations such as NIS2 (EU) and CSF2 (US) to protect critical 
infrastructures

• We propose a two-step approach to measure authoritative DNS 
resilience at Internet-scale
• We extract multiple resilience metrics based on the name servers (NSes) 

of a zone
• We develop a new method to aggregate arbitrary metrics over the full 

dependency graph of a domain



Resilience metrics

• Measurable vs non-measurable practices
• Organizational processes are usually not measurable
• Focus on observable characteristics







Resolution graph for iana-servers.net.



Transitive dependencies

• Resolvability of a zone relies on the resolvability of its parent zone 
and its NSes

• To quantify the influence of (transitive) dependencies, we propose 
to measure the importance of the dependency.

• To compute the importance score, we rely on enumerating 
possible resolution paths



Metric aggregation



Data Collection

• ct: Names from unexpired certificates from Certificate 
Transparency logs: Argon, Xenon, Oak, Sectico Sabre, CloudFlare
Nimbus, DigiCert Nessie, DigiCert Yeti, and TrustAsia. 

• zf: Zone files from ICANN’s Centralized Zone Data Service (CZDS) 
and available TLDs (.se, .nu, .ee, .ch, and .li). 

• opendata: Names from the open-data efforts of AFNIC [2] and SK-
NIC.

• Top-lists: Names from the corresponding domain top-list such as 
tranco, majestic, radar, umbrella: 



Target list







Tooling - YoDNS

YoDNS queries for DS, DNSKEY, CDS, CDNSKEY, CAA, TXT, MX, 
SOA, plus the TXT records

1 full scan is around 40 days

87 TB of DNS data covering 812M



Dashboard



KINDNS Measurable practices
Authoritative Server operators TLDs, SLDs 

and Critical Zones

Practice 1 – DNSSEC and Key management Covered

Practice 2 – Limited zone transfer Covered

Practice 4 – Authoritative and recursive on different servers Covered

Practice 5 – Two distinct name servers Covered

Practice 6 – Software diversity / Network diversity / Geographic Diversity Covered



Thank you
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