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Power Outage in Spain and Portugal E:l:fn'r

. . . . Spain declares state of emergency
On April 28, Spain was hit by a widespread after power blackout causes chaos

Portugal also hit by huge
outage that takes down

power outage lasting several hours i

Jon Henley
Ashifa Kassam and
Sam Jones Madrid

Spain declared a state of emergency
last night after tens of millions of
people across the Iberian peninsula
were plunged into a huge power
blackout, leaving them without
raffic lights, cash
e connections and

e were trapped in lifts,

trains, stalled in traffic and
Sandaned i airports. Hundreds
stumbled along pitch-black metro

This resulted in cascaded failures also
impacting Portugal

A Passengers

EUROPEAN
g?qléﬁgs']GN PROGRAMMES v ANALYSIS v TOPICS v EVENTS EXPERTS ABOUT ~
RELATIONS
ecfreu
European Power
Lights out: Why Iberia’s power cut is a
warning for EU energy security
In April, millions of people across Spain and Portugal were left without
power—some for almost a day. The EU must now address weaknesses in
O NEWS FLASH its energy infrastructure to ensure the lights stay on
- - - Szymon Kardas X
Spain and Portugal in darkness: blackout or cyberattack? The shocking Senior PolcyFellow
tl'uth behind the chaos Policy Alert - 7 May 2025 - 2 minute read

An unprecedented blackout shakes the Iberian Peninsula, amid hacker claims and critical infrastructure disruptions.
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Generation and Storage Distribution

Energy storage equipment voltage from higher-voltage power lines Customers

1

Renewable power surce 7, i

Power plant

Step-down substation
Step-down substations decrerse electric

|

for transmission or distribution over

lower-voltage power lines. / Industrial
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Commercial

i & Residential
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Renewable Power
Sources

; | Long-distance transmission
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Step-up substation

Step-up substations increase electric voltage from lower-voltage power lines
for transmission over higher-voltage power lines

https://www.gao.gov/blog/securing-u.s.-electricity-grid-cyberattacks
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Real Scheduled Emissions (1 CO2 ea / MW

Demand Surge & Overload (extreme
heat/cold spikes, overdrawn lines)

Cybersecurity & Malicious Acts (attacks
on SCADA, grid intrusion)

Equipment Failures & Aging
(transformer faults, substation issues)
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Human/Operational Errors
(misconfiguration, procedural
mistakes)
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Natural Disasters (storms, weather extremes,

earthquakes)



”’| currently don't have any internet service and just €15 in my wallet - |
can't withdraw any money from the ATM”

Il © sky news

29/04/2025

Power outage also resulted in complete

* Almost no cellular services in impacted regions for hours

communication blackout.

DataCentre
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Country-wide Internet impacted severely with
significant reduction in traffic, 10x higher
latencies and WhatsApp call overload

Also resulted in cascaded Internet blackouts
In Morocco and France

Traffic volume in Portugal

Relative change from previous period

= Total bytes HTTP bytes HTTP requests

Cloudflare Radar

Traffic volume from AS36925

ASMedi — Orange Morocco
Relative change from previous period

= Total bytes HTTP bytes HTTP requests

un, Apr 27, 18:00

Cloudflare Radar
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Annotations

Last 24 hours | Apr 28, 2025, 19:00 UTC



Protecting Network Operations

Botnets that can

. . create power Internet =
Similarly, Internet cyberattacks can surges % E
cause widescale power disruption -—=-€ -- \
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Cybersecurity in the United Nations Critical infrastructure and cybersecurity Grid - /
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Several ongoing policies and regulations =
discussions on making energy and o
Cyberattacks on Power Distribution using

Internet resilient Internet



Internet Resiliency Index

* The Internet plays a critical role in society.
* A resilient Internet connection is one that maintains an acceptable
level of service in the face of faults and challenges.

Region Sub-Region Country
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Infrastructure Security  Performance  Market Readiness Disaster

https://pulse.internetsociety.org/resilience
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© IXP map



Key Research Question

How much of our Internet operations is
susceptible to failures in power distribution
network?




Key Research Question

How much of our Internet operations is
susgeptible ’r@]ures in power distribution
network?

at zonal /country level +  at city /local level



Key Research Question

How much of our Internet operations is
susceptible to failures in power distribution
network?

Investigate the dependence of IXP infrastructure on local power
stations

Characterize the backup IXP peerings in case of failures

Uncover the impact on local ASes due to failures



Approach

IXP facility <> Power
station dependency

mapping
(OSM)

Phase 1

Backup IXP
connections after
failures

(PEERING)

City-level AS impact
due to IXP and
Power failure

Phase 2

Phase 3




Approach

IXP facility <> Power
station dependency

mapping
(OSM)

Phase 1
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Backup IXP
connections after
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(PEERING)

Phase 2
J

|

In this talk




Datasets and Challenges

IXP facility data is publicly
available on PeeringDB

Power station locations are not
standardized and released on a

common platform
o Richer data available in EU
o Shared in different formats

No clear indication which IXP facilities
are powered by which power stations

IXP facility <>
Power station
dependency
mapping
(OSM)

e IXPs

Power stations



Methodology - Data Collection (Power Grid)

OpendStreetMap (OSM) Dataset

detailed geospatial information

raw OSM is extremely noisy

Inconsistent /missing voltage tags

raw OSM is not consistent with operator

(@)

(©)

©)
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Transmission System Operator (TSO)

views (TSO/DSO)

Dataset

(@)

(@)

patchy availability

inconsistent formats, years, abstractions,

schematics (planning)

country specific -- not global view
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Validation of OSM Inferred Grid against TSO

=== Mean: 0.50 km
=== Median: 0.27 km

Stations (buses)
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7 6% station match!

median distance match: =250 meters



Geographic Mapping

Q Q
o o
W o
g 20
n;;' QQ
¢ Q@
¢

OSM NL Power Network PeeringDB Facility /IXP Network



|dentifying Power <> IXP (Closest Correlation)
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Cascaded Failure Analysis

* Closest correlation may be limiting as (i) IX may not be drawing from
closest station and (ii) IX may be multiple possible backup transmission
lines.

Solution:

* Construct k-resilient bipartite graph from every IX facility to k nearest
substations (in our experiments, k=3)

* k-resilient is more resilient to single substation failures and is more
accurate to real world

Failure Scenarios

(i) degree-first, (ii) betweenness-first, (iii) random

IX facility is failed if it loses all k stations



Cascaded Failure Analysis
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Cascaded Failure Analysis
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Equinix AM5 -

City:
Organization:
IXPs Hosted:

IXP Names:

Nearest Station
(k=1):

Backup k=2:
Backup k=3:

Status:
Failed at:

Amsterdam, Schepenbergweg

Amsterdam
Equinix, Inc.
10

AMS-IX, ERA-IX Amsterdam, Equinix
Amsterdam, Frys-IX, GNM-IX, Global-IX,
INTERIX, LSIX, NL-ix, VoIP ...

Station 41 (2.48 km)

Station 55 (5.65 km)
Station 42 (7.31 km)

FAILED
4 stations (4.5%)
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10% substation failure



Cascaded Failure Analysis

ANTWERP

BRUSSELS Maastricht

DUSSELDORF

X
Smartdc Rotterdam
City: Rotterdam
Organization: Smartdc
IXPs Hosted: 5

IXP Names:

Nearest Station
(k=1):

Backup k=2:
Backup k=3:

Status:
Failed at:

AMS-IX, BBIX Amsterdam, LSIX, NL-ix,
R_iX...

tel

Station 46 (3.79 km)

Station 586 (4.85 km)
Station 43 (6.76 km)

FAILED
14 stations (15.9%)
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Cascaded Failure Analysis
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Cascaded Failure Analysis
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Cascaded Failure Analysis
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60% IXPs fail at 20% power substation failure due to colocation



Phase 1: Key Takeaways

* We see strong evidence of cascaded failure risk between power
delivery network and Internet exchanges

* Due to co-location in the same physical building, many IXPs get
impacted simultaneously

* “Number of IX facilities” in a region is a misleading metric for network
resilience

Are these cascaded impacted IXPs actually used in data path
for real Internet traffic?



Approach

Backup IXP
connections after
failures

(PEERING)

Phase 2




Backup IXP
connections

PEERING Testbed e

PEERING: Pairing Emulated Experiments with Real Interdomain Network

Gateways
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Methodology

1. Withdraw from one PEERING sub-site
— second most preferred route.
2. Prepend from one PEERING sub-site

— second most preferred route if the choice
was based on path length.

Simultaneously continuously traceroute from
RIPE Atlas probes to the prefix

7 PEERING

Emulated AS




Methodology

1. Withdraw from one PEERING sub-site
— second most preferred route.
2. Prepend from one PEERING sub-site

— second most preferred route if the choice
was based on path length.

Simultaneously continuously traceroute from
RIPE Atlas probes to the prefix

PEERING

Emulated AS
Work in progress! Stay tuned for results!




Conclusion &
Recommendations

Collaborate towards increasing resilience
and sustainability?

* Regulations and Policy development
* Setting industry benchmarks

* Setting up standard measurement
methodology

* Improving transparency

IXP infrastructure dependence on other
critical infrastructures (like power).

Insights to IXPs about risk and dependencies
in co-location facilities?

What can we learn from the past outages?







Cascaded Failure Analysis
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