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These Services are Consolidating...
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A few companies now operate much of the web’s foundational infrastructure



Consolidation is a Problem for Resilience

Amazon reveals cause of AWS outage

AWS explains in a lengthy post how a bug in automation
software brought down thousands of sites and applications
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Cloudflare's CTO apologizes after error

'we failed our customers and the broader
internet’

CTO blames bot mi onfig change

0000060

Cloudfare has confirmed that 3 bug in one of its core services Caused & major
outage on Tuesday, taking large portions of the internet offline and affecting

The
company's CTO, Dane Knecht, posted a public apology shortly after services
were reszored, caling the Incident “unacceptable™ and atributing the disruption
10 3 routine configuration change that triggered 3 crash in its bot mitigation
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Microsoft Azure Outage (Oct 29
2025): Root Cause, Impact and
Technical Analysis

A deep technical breakdown of the Microsoft Azure outage on Oct 29 2025,
F 8!

Learn how an

insights

08 100t cause, mitigation and lessons for teams.




Prior Work on Consolidating Internet

Analyzing Third Party Service Dependencies in Modern Web
Services: Have We Learned from the Mirai-Dyn Incident?
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Hosting Industry Centralization and Consolidation
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Each at its Own Pace: Third-Pary Dependency and
Centralization Around ke World
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Clouding up the Internet: how centralized Is

DNS traffic becoming?
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The research community has been tracking this growing consolidation for years yet it

keeps accelerating



Governments are Increasingly Relying on E-Services
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Importance of digital government:
e Federal websites in the US draw nearly two billion visits every month
e In the Asia-Pacific region, 77 percent of citizens primarily access government services
through digital platforms



Prior Work Shows Governments are Shaped by Same Consolidation
Trends

Hosting markets are already consolidated for government services:

e Cloudflare hosts e-services for 49 governments
® And serves up to 72% of all government web bytes for one country

¢  Google Cloud
B ouorinne Google Cloud

Platform’s
B8 Microsoft Anure . Paady . Government
: Azure G»overnment

Federal Government
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: Capabilities
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AWS GovCloud (US)




But Do Governments Have a Choice? Are They Opting to Be
Consolidated?

Constraint-Driven (Structural) (CRD) Choice-Driven (Strategic) g I 9
Potential reasons: Potential reasons:
Few or no domestic infrastructure options Perceived reliability, cost, procurement rules,
vendor ties
Consequence:
Consequence:

Shared dependency across government and

commercial web Government chooses consolidation, where
commercial web shows options



How We Determine Whether Consolidation Is a Choice

To distinguish what the environment forces from what governments choose

Block by country (structural baseline)

e Each country forms a block with shared infrastructure, regulation, market conditions
® This fixes the structural environment.

Within-block groups

® Treated: Government domains

e Reference: Commercial domains from the same country, stratified by popularity:
o  Top-1k: large/global actors
o  Mid-1k: mid-tier actors
o  Bottom-1k: small/local actors

Inference: Compare consolidation vs. decentralization across groups within a block

e Similar patterns - structural forces
e Divergent patterns - strategic choices by governments



Measurement Design: Collecting Data

4 e N O N

Scope and Inputs Building Dataset Service Extraction

Countries: 61, spanning every Government domains: Collected Connect to country-local VPN and
continent (over 82% of the world’s from official sources collect for each landing page:

Internet population)

Commercial Domains: e  Allresources and their

Domains Per Country: e  Split CrUX domains per hosting orgs
e  All Government sites country into Top / Middle / e  Authoritative DNS
e 3K Commercial sites (CruX) Bottom stratas nameservers
®  From each strata, collect e Certificate Authorities from
1K sites using systematic TLS handshake

step sampling (uniform
+popularity-aware
coverage)
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Provider
Concentration (HHI)

For each strata:

e  Resample domains with
replacement (same sample
size)

®  Repeat 5,000 bootstrap
iterations

For each country x service x strata:

° Obtain distribution of HHI

values

~

/ Q—HI (p-values)

Measurement Design: Analyzing Data

ﬁompare \

Consolidation within
blocks

For each bootstrap iteration,
compute AHHI

AHHI =HHI_{commercial} -
HHI_{government}

Produce bootstrap distribution of
AHHI per (country x service x
strata)

Check statistical significance of

NS

/Com pare Patterns \

across blocks

Structural Consolidation: AHHI not
significant (and Government
provider diversity resembles
commercial sites)

Strategic Consolidation: AHHI
significant (Clear separation
between government and
commercial sites)

/




Government Consolidation Across Services

These maps show how consolidated government web infrastructure is across services.
Colors reflect HHI thresholds commonly used in antitrust

Certificate Authorities DNS Hosting

Governments worldwide are highly consolidated on Certificate Authorities
Hosting is overall more moderate, with a fewer cases of high consolidation



Structural Government Consolidation Across Services

These countries show similar moderate-to-high consolidation across government and
commercial strata

Certificate Authorities DNS Hosting

P
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Australia’s consolidation patterns reflect structural forces rather than strategic choices

® Governmentand commercial sites rely on a similar set of certified providers across all services
® Australian government follows a Cloud First strategy and a multi-vendor model, avoiding reliance on a single national

provider



Strategic Government Consolidation Across Services

These maps show where government consolidation departs from commercial patterns
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India

Indian government sites show a huge DNS and Hosting: >85% of Indian government sites rely on the
reliance on a domestic CA eMudhra, National Informatics Centre (NIC)
reducing reliance on global CAs



Strategic Government Consolidation Across Services

These maps show where government consolidation departs from commercial patterns

Certificate Authorities
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Kazakhstan:

DNS: Dominated by Hoster.kz and state-linked providers

Hosting: Strong reliance on Kazakhtelecom and domestic infrastructure



Strategic Government Consolidation Across Services

These maps show where government consolidation departs from commercial patterns
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Algeria:
DNS: All Government sites rely on Cloudflare DNS

Hosting: Government sites highly consolidated under Telecom Algeria (>80%)



Our Framework Reveals

When constraints drive outcomes and when choices create threats to resilience

Choices

Constraints

Our framework separates what governments must do from what they choose to do



Building a More Resilient Internet

ﬁgﬂ

Support where
consolidation is
structural

Invest to build local
DNS, hosting and CA
capacity

- /
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Intervene where
consolidation is
strategic

Policy nudges can
reduce unnecessary

dependency

—

/

/@ Interne
Society

Can help
strengthen
Internet Resilience

By local
infrastructure
development and

policy engagement




Ongoing Work
® Clustering countries by regulatory and market characteristics
® Assessing implications of strategic consolidation for resilience and sovereignty
® Analyzing on-path dependencies

More insights to come as we deepen the analysis!



Thank youl!

Happy to get in touch for any questions:
B rashnakumar2024@u.northwestern.edu

& https:/ /sites.northwestern.edu /rashnakumar /
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